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Preface

In any business organisation, risk management is an integral part of strategic 
management. It is embedded through the ongoing and continuous activities of 
business. Enterprise risk management is the methodology of identifying and 
effectively addressing potential events in an enterprise. It represents the risk of 
accomplishing strategic objectives and opportunities for gaining a competitive 
advantage in the market. The fundamental concept of enterprise risk manage-
ment is to assess the significant risks of businesses and the implementation of 
suitable risk responses. The element risk responses refer to (i) the acceptance or 
tolerance probability of a risk in business, (ii) the termination or avoidance of 
risk factors, (iii) the transfer of risk and sharing risk through insurance, (iv) a 
joint venture and arrangements, (v) risk prevention mechanisms, and (vi) internal 
control procedures for mitigating or reducing risks. Other enterprise risk manage-
ment concepts include risk philosophy and strategy, risk culture, and appetite. In 
business organisations, these are all expressions of attitudes towards risk. It talks 
about the amount of risk that businesses can willingly take or adapt. In any busi-
ness, there are a few management responsibilities; architecture and infrastructure 
of risks; protocols for risk management; documentation of procedures for risk 
management; training, monitoring, assessing, and reporting on risk manage-
ment; and many other activities.

In this book, Chapter 1 is the introduction to enterprise risk management,  
which includes components/elements of  the ERM process, types of  enter-
prise risks, effective enterprise risk management system, and risk categories.  
Chapter 2 covers the risk management life cycle and the benefits of enterprise 
risk management life cycle. Risk management procedures and enterprise risk 
management examples and case studies by industry are discussed in Chapter 3.  
Chapter 4 depicts the picture of risk managing tools and practices, which con-
sists of risk management tools and techniques, risk mitigation techniques, and 
risk impact analysis. The book has also been enlightened by Chapter 5, titled 
Risk-Enabled Performance Management System, which focuses on elements 
of enterprise performance management, enterprise performance management 
framework, modern enterprise performance management methods, integrating 
risk and performance management, steps to manage risks and drive performance, 
and aligning risk with performance management cycle. The key to the future is 
linking risk and performance and Best Enterprise Performance Management 
Software. Chapter 6 provides a view of Industry 4.0 challenges and risks, includ-
ing barriers to digital transformation, AI-empowered risk management, risk 
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management, and big data capital investment and associated risk. Chapter 7 
presents the conclusions of the book.

This book’s main objective is to increase organisational efficiency by empha-
sising the best modern methods for managing risk in a corporate environment. 
The intended audience of this book includes academics, researchers, research 
scholars, and industry people who stand to benefit significantly from its contents. 
This audience includes business management students with various specialities, 
hospital management, media science, hospitality management, industrial rela-
tions, and other courses related to business.

Soumi Majumder
Nilanjan Dey



Chapter 1

Enterprise Risk Management

1.1. Introduction
In any business organisation, risk management is an integral part of strategic 
management. It is embedded through the ongoing and continuous activities of 
business. Enterprise risk management is the methodology of identifying and 
effectively addressing potential events in an enterprise. It represents the risk of 
accomplishing strategic objectives and opportunities for gaining a competitive 
advantage in the market. The fundamental concept of enterprise risk manage-
ment is to assess the significant risks of businesses and the implementation of 
suitable risk responses. The element risk responses refer to (i) the acceptance 
or tolerance probability of a risk in business, (ii) the termination or avoidance 
of risk factors, (iii) the transfer of risk and sharing risk through insurance, (iv) a 
joint venture and arrangements, (v) risk prevention mechanisms, and (vi) internal 
control procedures for mitigating or reducing risks. Other enterprise risk man-
agement concepts include risk philosophy and strategy, risk culture, and appe-
tite. In business organisations, these are all expressions of attitudes towards risk  
(Bromiley et al., 2015). It talks about the amount of risk that businesses can will-
ingly take or adapt. In any business, there are a few management responsibilities; 
architecture and infrastructure of risks; protocols for risk management; docu-
mentation of procedures for risk management; training, monitoring, assessing, 
and reporting on risk management; and many other activities. Certain risk man-
agement standards exist for different categories of businesses. Several standards 
have been established worldwide to implement risk management in organisations 
effectively, efficiently, and systematically. These standards are based on certain 
common views of frameworks, practices, and procedures and are recognised by 
international standards bodies. Risk management standards are updated and 
regularly supplemented. These different standards have created different motiva-
tions and have made a technical focus of developers (Hoyt & Liebenberg, 2011). 
Standards are generally voluntary in nature. These standards are regulated by 
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contracts. Different standards are based on the motivations and technological 
focus of their designers, which provide a suitable basis for different organisations 
and situations. Standards are usually optional, although they may be subject to 
regulatory or contractual requirements. A list of important standards that have 
been used is provided below.

Risk Management Principles and Guidelines – ISO 31000 2018

  i)	 A Risk Management Standard – AIRMIC 2002
  ii)	 Risk Assessment Techniques – ISO/IEC 31010:2009
iii)	 Enterprise Risk Management with an Integrated Framework – COSO 2004 

and 2017

There are different approaches to risk management in enterprises. As a part 
of day-to-day jobs, business leaders have approached and managed risks for dec-
ades. Enterprise risk management also considers how to eliminate the probability 
of risks that may affect business. Traditionally, the responsibility of business unit 
leaders consists of managing risks in their daily work. A few examples can be 
given at this juncture; for example, the chief  technology officer (CTO) of any 
organisation is very much responsible for risk management, which is related to 
the information technology operation of the business. Treasurers are responsible 
for managing risks in the area of cash flow and financing. To reduce production 
and distribution risks, chief  operating officers are responsible (Chapman, 2011; 
Razali & Tahir, 2011). The Chief Marketing Officers are responsible for increas-
ing sales and customer relationships. In the key responsibility areas of each of 
these functional leaders, they are bound to take charge of managing risks. The 
traditional approach to risk management is usually referred to as silo or stove-
pipe risk management. Fig. 1.1 shows the functional areas and their risk manage-
ment by each silo leader. This figure indicates that risk is associated with different 
operating areas of an enterprise, such as sales and customer services, manufactur-
ing and distribution, finance and cash flow, human resources, and risks relating to 
IT or legal and regulatory compliance.

I.	 There are a few important components on which enterprises need to focus. 
Some action must be taken based on that area.
  i)	 It is well established that Enterprise Risk Management (ERM) requires 

support from top management and the board.
   ii)	 Employees should be engaged in risk management with a board based on 

managers.
iii)	 The process starts with a few key risk factors and builds ERM 

incrementally.
iv)	 There is a need to use existing knowledge, skills, and other resources. 

Internal audits and compliance data are also used.
  v)	 The Enterprise Resource Planning is embedded into the fabric of  the 

business organisation.
vi)	 Management should take a holistic and portfolio view of risk management.
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II.	 Action to be avoided for Enterprise Risk Management
    i)	 Enterprise risk management is a vital process; it should not be treated as 

a project.
  ii)	 The process of ERM must be forward-looking and strategy-oriented so 

that it is not bogged down in detail or history.
 iii)	 Do not rely only on a few key staff  members. ERM is needed in every-

body’s job.
  iv)	 The impact of risks should be calculated by business leaders on other 

parts of the business. Not to take a silo or stove-pipe approach towards 
risks.

  v)	 The key risk factors need to be identified, and mitigation plans need to be 
developed.

  vi)	 Not to obsess too much on the categorisation of risks.
vii)	 No one should assume that the risk register is complete and that there is 

always an unknown fact hidden.

1.2. Components/Elements of the ERM Process
When we focus on enterprise risk assessment, different elements exist. As part 
of day-to-day tasks, in any business organisation, leaders manage risks. They 
embrace enterprise risk management (Beasley et al., 2005). They always think dif-
ferently about reducing risk factors in business and try to suggest solutions. The 
elements of the enterprise risk management process are described below (Fig. 1.2).

1.2.1. Code of  Conduct in an Organisation

Identifying the risk attitude of an organisation’s core values and code of conduct 
has played a major and vital role. In the face of dynamic trends, it is essential to 
know when the business should take calculated risks and when to make decisions 
to go the extra mile. A healthy and safe work culture sets work standards for 
employees, and it also determines the ability to deal with risks. The managerial 

Fig. 1.1.  Enterprise Risk Management.
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hierarchy is responsible for setting up a code of conduct. The skills, knowledge, 
and talent of leaders will ensure that no risk factor is overlooked in the area of 
completion of a project.

1.2.2. Setting Goals and Objectives

Every organisation has a purpose to serve. This purpose includes their mission 
and vision statements. Every member of the organisation works towards common 
goals (Arena et al., 2010). After setting up this goal, all senior and junior mem-
bers are aware of their duties, roles, and responsibilities. The objective of busi-
ness is to act as a guidebook while employees generate risk management plans. 
When everyone has difficulty working to accomplish objectives, they can easily 
assess whether risk-taking is worthwhile. In addition, they must focus on a few 
aspects, i.e. risk tolerance, risk appetite, etc. Risk tolerance refers to the optimum 
level of risk that a business can take to accomplish its mission and vision. On the 
other hand, the willingness to take a level of risk to pursue objectives and goals is 
known as risk appetite. A high-level risk management plan can be formulated that 
includes strategies and goals when the business is able to define these attributes.

1.2.3. Identification of  Opportunities and Risks

The identification of opportunities and risks is the most crucial component of the 
enterprise resource management framework. In any execution of the project, two 

Fig. 1.2.  Components/Elements of the ERM Process.
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types of events occur: (i) opportunities and (ii) risks. Opportunities can provide 
some tangible benefits to the firm, whereas risks can disrupt the progression of 
a project. Under the risk mitigation strategy, these events are analysed carefully. 
The evaluation of potential risks and opportunities is the core strategy of any 
business.

1.2.4. Assessment of  Risks and Categorisation

Several business areas are affected by different types of risk. It consists of strate-
gic risks, compliance risks, safety risks, operational risks, etc. Strategic risk threat-
ens the sustainability of businesses. Compliance risk involves violating the rules, 
regulations, and guidelines of a business. Safety risks define the lack of employee 
health and safety measures (Grace et al., 2015). Operational risks can occur due 
to inefficiency in managing corporate resources. Currently, there is a risk called 
cyber security risk, which is crucial for information technology firms. The catego-
risations of risk always determine the priority of risk management in the course 
of business action.

1.2.5. Risk Response and Mitigation

After careful assessment and mitigation of business risk categorisation, a response 
must be decided upon because the types of risk responses will vary. A few ways 
to respond to risks, such as reducing risks to shorten their impact, minimising or 
neglecting the risk, eliminating the risk if  it is large, and transferring or assigning 
the mitigation of risk to a competent third party, are discussed. In favour of a 
strategic planning process, risk response is always ensured by leaders along with 
employees’ implementation.

1.2.6. Checks and Balances

The checks and balances ensure that the response activities are carried out in 
accordance with the policies. Risk mitigation measures are of equivalent impor-
tance to the company’s values and ethics. This period is not avoided in the event 
of an employee’s failure to comply with defined and existing legislation. The 
Board of Directors shall be responsible for clarifying the duties and responsibili-
ties associated with transparency, in accordance with the risk management strat-
egy and its framework. Some internal control measures shall be included in this 
documentation in the event of any unethical conduct (Desender, 2011).

1.2.7. Information and Communication

Communication is the fragrance of any business firm. The digital advanced world 
protects the immense value of business. In the process of risk management, every 
employee of the organisation must identify potential risks and communicate 
with its managers and stakeholders. This process provides a prominent picture 
that no risk factors have been overlooked. Training programs on risk assessment 
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and identification should be implemented in every organisation for the purpose 
of learning for their employees. This approach helps to achieve an exponential 
increase in efficiency.

1.3. Types of Enterprise Risks
Business organisations must take the initiative to protect themselves from risk 
areas through different functions. There are many challenges, such as traditional 
labour concerns, new technologies, cyber threats, financial losses, and resistance 
to change management, that play a critical role in the business environment. If  
risk areas of operations are not identified properly, losses will occur. Every busi-
ness has its status quo in terms of mission and vision. To accomplish mission and 
vision statements, firms must identify, assess, and monitor risk management pro-
cedures. In this section, we have discussed various types of organisational risks 
and how they work (Fig. 1.3).

Fig. 1.3.  Types of Enterprise Risks.
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1.3.1. Health and Safety Risk

In a variety of forms, general health and safety risks can be presented in an organi-
sation irrespective of whether the workplace is a construction site or a head office. 
The key is to identify the types of hazards, such as physical, chemical, ergonomic, 
and biological hazards. Risk assessment in these fields is critical, and appropri-
ate control measures must be taken in the proper place to ensure that employees 
are safe and taken care of physically and mentally in both directions. The great-
est amount of protection with high reliability is the best practice for workplace 
health and safety (Paape & Speklé, 2012; Sweeting, 2017).

1.3.2. Reputational Risk

Every business has its own reputation to maintain for the long run, along with 
investors, customers, and employees. Decisions made by the business are vital 
because they impact brand perception. Due to the rise of social media, reputa-
tional risk has become a great concern. The global communication chain makes 
this process more challenging for companies. Reputational threats can have 
adverse effects on organisational effectiveness.

1.3.3. Operational Risk

Another important risk area of business is operational risk. To minimise danger, 
critical incidents and unexpected circumstances during day-to-day operations are 
tested. Operational risk is based on internal processes, systems, external events, 
and people. A few examples include global crises, data breaches, people lost, 
IT system hang-ons, litigation, and many more. Therefore, an organisation must 
know the daily processes, functions, and systems of its business and need to set up 
a plan for risk management in these functional domains. One software package, 
RiskWare, is helpful in identifying these critical functions and can improve plans 
for risk management (Lin et al., 2012; McShane et al., 2011).

1.3.4. Strategic Risk

To achieve future success, the fundamental goal is to formulate a strategy for busi-
nesses. Strategic risk includes external causes or circumstances; if  they occur, the 
strategic direction of the business must change. The degree of opportunities and 
threats vary from business to business. Exploring strategic risks in these parts may 
help to mitigate the issues that might be created.

1.3.5. Compliance Risk

Compliance risk includes the areas of  industrial laws, regulations, policies, 
and best practices. It provides assurance of  ethical business practices. Compli-
ance risk might affect the financial and legal implications of  business. Across 
the globally interconnected world, the rules and regulations of  businesses are 
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changing quickly, which makes the legal framework difficult to navigate. For this 
reason, compliance management in business must prioritise, and software such 
as the riskware compliance module will help clarify any events of  uncertainty 
(Oliva, 2016).

1.3.6. Financial Risk

Financial risk may develop when an organisation earns lost revenue and invests 
extra money. The cash flow in and out of business can create this kind of financial 
loss. An example of this can be that if  a company wants to expand its business in 
an international belt, fluctuations in the exchange rate can impose financial risk. 
If  there is a lack of sound financial management practice, then the business is not 
able to achieve its goals. It is very difficult to assess financial risks, and the impact 
of those risks cannot be avoided.

1.4. An Effective Enterprise Risk Management System
It is necessary to establish an effective enterprise resource management system 
for every organisation irrespective of size. The adopted framework should always 
be marked in relation to the identification of risk, assessment of risk, risk miti-
gation, and reporting. The enterprise risk management exercise will be closed 
when documentation is performed based on recognised frameworks and report 
preparation. The audit committee and board are active in this matter. There are 
various drivers that may help to assess an effective risk management system in an 
organisation. The drivers are discussed below (Fig. 1.4).

1.4.1. Risk Management Strategy

First, every organisation needs to determine its risk management priorities, goals 
and objectives, approaches, and risk governance structure, which is based on its 
business model, size, and complexity. A risk management strategy consists of an 
assessment of the needed roles and competencies, compliance and internal func-
tions of risk management, and the positions of strategy and reporting lines that 
must be placed under an organisational structure.

1.4.2. Risk Ownership

The person who is responsible for executing risk responses and risk ownership is 
often assigned to him, though this is not an appropriate allocation of account-
ability. The head of the risk management function has important roles in com-
municating, coordinating, and administering the organisation’s risk management 
activities and policies. They also ensure the identification and mitigation of mate-
rial risks by the correct risk owners (Florio & Leoni, 2017; Fraser et al., 2014; 
Hoyt & Liebenberg, 2015). Sometimes there is a mistake in the process of select-
ing an appropriate risk owner, so the rest of the management team is responsible 
for meeting the board’s requirements. Another striking point at this juncture is 
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