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Preface

Risk management has become an indispensable function in modern organisa-
tions, playing a critical role in safeguarding assets, ensuring regulatory com-
pliance, and enhancing decision-making processes. In an era characterised by
increasing complexity and uncertainty, the need for structured, dynamic, and for-
ward-thinking risk management frameworks has never been more pronounced.
This volume, Essentials and Assessment of Risk Management, is a comprehensive
resource designed to provide both aspiring and seasoned risk professionals with a
robust understanding of risk management principles, frameworks, and practical
applications.

This book is part of the FERMA-rimap® Series, which aims to create a
dynamic, continuous learning platform for risk professionals across Europe and
beyond. The content has been meticulously curated to align with the evolving
landscape of risk management, drawing from best practices, established meth-
odologies, and contemporary challenges faced by organisations. It serves as a
valuable reference for those preparing for the FERMA-rimap® certification, as
well as for practitioners seeking to deepen their expertise in enterprise-wide risk
management.

The structure of this book reflects a holistic approach to risk management,
beginning with foundational concepts and progressing towards more complex
topics, such as strategic risk management, financial models for risk analysis, and
emerging trends in risk governance. Through detailed discussions on frameworks
such as ISO 31000:2018 and COSO ERM, we aim to equip professionals with
the knowledge required to implement effective risk management strategies that
integrate seamlessly with organisational objectives.

We extend our sincere gratitude to the contributing authors, industry
experts, and academic professionals who have shared their insights and exper-
tise in shaping this publication. Their dedication ensures that this book remains
a valuable resource for risk managers, corporate leaders, policymakers, and stu-
dents alike. This book series is a testament of FERMA's (Federation of Euro-
pean Risk Management Associations) unwavering commitment to promoting
excellence in risk management through education, research, and professional
development.'

To know more FERMA’s commitment to risk management, please visit www.ferma.eu



x  Preface

As you engage with this material, we encourage you to approach risk manage-
ment not merely as a compliance exercise but as a strategic enabler of business
resilience and value creation. We hope this book serves as a guiding tool, inspiring
you to adopt proactive and innovative risk management practices that contribute
to the long-term success of your organisation.
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Disclaimer

This subject matter is provided by FERMA for study, on the understanding that
no person should act on the basis of the material contained in this publication
without considering and taking professional advice. In particular:

e FERMA, its directors, authors, or any persons involved in this publication
expressly disclaim any and all contractual, tortious, or other forms of liability
to any person in respect of the publication and any consequences arising from
its use, including any omission made, by any person in reliance upon the whole
or any part of the contents of this publication.

e FERMA expressly disclaims any and all liability to any person in respect of
the consequences of anything done or not done by any person in reliance upon
the contents of this subject material.
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Chapter 1

Introduction to the FERMA rimap®
Certification (4 Pillars System)

a N

Introduction

This chapter describes the role of the Federation of European Risk Man-
agement Associations (FERMA) in risk management in Europe and the
aims of the FERMA rimap® certification system.

It describes the four-pillar approach of the certification and outlines
who is eligible to seek certification.

There are no learning outcomes for this chapter.

\ /

FERMA and Risk Management Associations

FERMA was established in 1974 under the name of the ‘European Association of
Industrial Insureds’ (AEAI) as an international association with the aim of represent-
ing the interests of commercial insurance buyers and exchanging ideas and experiences.

Today, FERMA brings together 22 risk management associations in 21 Euro-
pean countries and represents more than 4,800 risk managers across a wide range
of business sectors, from major industrial and commercial companies to financial
institutions and local government bodies.

FERMA provides the means of coordinating risk management and optimis-
ing the impact of its membership associations outside their national boundaries
on a European level. FERMA promotes communication among its members and
also within IFRIMA (International Federation of Risk and Insurance Manage-
ment Associations), of which FERMA is a member.

FERMA rimap® Certification

FERMA has developed the FERMA rimap® certification scheme as an attempt
to organise and re-structure the risk management industry. Its aim is to give a
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2 Essentials and Assessment of Risk Management

strong identity to the profession, making sure executives, boards, human resource
departments and academics value the profession as it really is.

FERMA rimap® will provide formal recognition of the competence of the risk
professionals who undertake the certification.

Why Should Risk Professionals Be Certified?

To be resilient, organisations need more than ever to ensure their assets are pro-
tected and therefore to go beyond insurance. This requires risk managers to have
a particular set of skills and experience — as listed in our Body of Knowledge.
The role of FERMA rimap® is to provide assurance to all organisations that
the certified risk manager they employ is appropriately skilled and has sufficient
knowledge to help protect their organisation.

For individual risk professionals, FERMA rimap® will:

e increase your credibility and competitive advantage over peers;

e provide international recognition, which will enable opportunities in multina-
tional organisations;

e increase the opportunities for you to grow your responsibilities;

e assist you to develop your career;

e provide independent recognition to top management of your professional status.

The Four Pillars of FERMA rimap® certification

FERMA rimap® certification is based on four pillars to ensure that the skills essen-
tial to risk managers are equally valued and can be equally employed. The premise
is that knowledge should always be cross-checked against experience and ethics to
ensure that the knowledge being applied is not theoretical in nature but fully appli-
cable to the relevant situation. Continuous professional development (CPD) will
guarantee that risk managers continue to learn and stay up to date with the latest
trends through the many available risk management and insurance events.

CERTIFICATION
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The four pillars can be defined as follows:

e Knowledge — the overall and comprehensive knowledge base that risk managers
should be familiar with in their professional careers.

e Experience — the measure of the significant experience that risk managers have
obtained over the course of their careers.

e CPD - the common requirement for qualified professionals to ensure they con-
tinue to learn and develop throughout their careers.

e [Ethics — the sound basis for a code that can be expanded and updated over the
coming years.

Eligibility Criteria

Depending on the combination of education and experience, FERMA rimap®
certification will be accessible to risk managers who fulfil the following criteria:

FERMA rimap® Certification

Education Experience
Master Min. 3 years
Level Bachelor Min. 5 years

High school Min. 5 years
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Chapter 2

Principles and Aims of Enterprise-Wide
Risk Management

~

Introduction

The need to manage risk is increasingly featured in legislation and regula-
tions. The need to integrate risk management into the general management
practices of organisations is fast becoming a key organisational objective
as shareholders, stakeholders and public interest groups become more
interested in how organisations manage their risk exposures. In addition,
the drive to improve corporate governance is compelling organisations to
examine the manner in which they manage the risks facing them at strate-
gic, tactical and operational levels.

To be most effective, risk management should become part of an organi-
sation’s culture. It should be embedded in the organisation’s philosophy,
practices and business processes rather than viewed or practised as a sepa-
rate activity. When this is achieved, everyone in the organisation becomes
involved in the management of risk (ISO 31000:2018).

The introduction of an enterprise-wide risk management framework is
the most effective means available for organisations to support the princi-
pal objectives of informed risk taking, good corporate governance, com-
pliance with increased regulation and an improved relationship with the
organisation’s stakeholder community.

Risk management is the foundation of the control environment (i.e. the
environment in which an organisation’s internal control procedures oper-
ate) and sound corporate governance, and affects all of the organisation’s
activities. For this reason, the implementation of an effective enterprise-
wide risk management framework requires careful planning.

Essentials and Assessment of Risk Management, 5-13
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This chapter describes the principles of risk and enterprise risk manage-
ment (ERM) and the aims and benefits of effective ERM. It explores what
risk is and its prevalence in daily life as well as the key factors that should
be accounted for when creating a plan for responding to risks.

Learning Outcomes

By the end of this chapter, you should be able to:

e describe what risk is and what constitutes risk management;

e describe the aims of enterprise-wide risk management;

e understand the benefits that sound risk management can bring to
organisations.

)

Risks in Daily Life

Whatever you do and however you do it, there are always elements of risk in your
daily life that you need to manage, whether you're at home, at work or at play.
Examples of ways in which you take risks in your life may include:

driving a car

mowing the lawn

developing a general project

dealing with clients or colleagues
establishing work priorities
purchasing new equipment or systems.

Activity | Risk management in your life

Consider the following two scenarios then answer the following questions.
Mowing the lawn

1. Did you check for stones in the grass before you started to mow the
lawn?
2. Did you wear solid shoes or boots, or were you barefoot?

Driving a car

1. How much care do you take when you drive a motor vehicle?
2. Why do you service your motor vehicle?

Enterprise Risk Management

Your answers to the questions in the previous activity may have highlighted that
you seek to minimise the consequences of risks in your daily activities, whatever
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they may be. With these consequences in mind (whether you're aware of them or
not), you probably aim to effectively manage your risk exposures in life.

Like you in your everyday life, organisational stakeholders also aim to mini-
mise the consequences of an organisation’s activities in terms of the risks it is
exposed to. The overall management of the risk that organisations accept to
achieve their strategic objectives is known as enterprise-wide risk management.

All organisations are exposed to many risks, whether they be losses (such as
damage to an asset or poor investment earnings) or failure to achieve a planned
positive outcome (such as failing to break into a new market or execute a govern-
ment policy effectively). Simply by conducting everyday business, an organisa-
tion is exposed to risk, but organisations must also take risks. Therefore, in some
cases, risk-taking is deliberate and in others it cannot be avoided. It makes sense
for organisations to manage all risks in a co-ordinated and planned manner. Risk
management is a tool that enables an organisation to do this.

Risk Management

Risk management is a combination of organisational systems, processes and proce-
dures that identify, assess, evaluate and mitigate risks in order to protect the organi-
sation and its strategies and objectives. An effective risk management system plays
a significant role in reducing exposure to potentially unfavourable events.

Within a corporate context, risk is managed through a range of formal and
informal systems that are a reflection of the corporate culture, the type of indus-
try in which they operate, and external factors such as jurisdictional laws and
regulations, and the forces of competition.

Many organisations follow an ERM model, which is one that operates across
an entire organisation.

The ERM model, as described within ISO 31000:2018, is the framework for
managing risks that:

e [s iterative and assists organisations in setting strategy, achieving objectives
and making informed decisions.

e Is part of governance and leadership and is fundamental to how the organisa-
tion is managed at all levels. It contributes to the improvement of management
systems.

e Ispartof all activities associated with an organisation and includes interaction
with stakeholders.

e Considers the external and internal context of the organisation, including
human behaviour and cultural factors.

e s based on the principles, framework and process.

Risk Management Principles

ISO 31000:2018 specifies eight risk management principles that an organisation
should address to effectively manage its risks and achieve its objectives.

The organisation’s board and senior management need to consider these prin-
ciples when establishing a mandate and commitment to manage risk. According
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to these eight principles, in addition to preserving and creating value risk manage-
ment should be:

1. Integrated
Risk management is an integral part of all organisational activities.

2. Structured and comprehensive.
A structured and comprehensive approach to risk management contributes to
consistent and comparable results.

3. Customised
The risk management framework and process are customized and proportion-
ate to the organisation’s external and internal context related to its objectives.

4. Inclusive
Appropriate and timely involvement of stakeholders enables their knowledge,
views and perceptions to be considered. This results in improved awareness
and informed risk management.

5. Dynamic
Risks can emerge, change or disappear as an organisation’s external and inter-
nal context changes. Risk management anticipates, detects, acknowledges and
responds to those changes and events in an appropriate and timely manner.

6. Best available information
The inputs to risk management are based on historical and current informa-
tion, as well as on future expectations. Risk management explicitly takes into
account any limitations and uncertainties associated with such information
and expectations. Information should be timely, clear and available to relevant
stakeholders.

7. Human and cultural factors
Human behaviour and culture significantly influence all aspects of risk man-
agement at each level and stage.

8. Continual improvement
Risk management is continually improved through learning and experience.

Source: 1SO 31000:2018, pp. 3-4.

Risk Management Objectives

The principles outlined above provide guidance to organisations about what con-
siderations need to be incorporated into organisations’ planned responses to risk.

The common objectives of these principles, and risk management more
broadly, are to:

e manage uncertainty (both upside, opportunity, and downside, threats);
e minimise waste and loss;
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