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PREFACE

Cybersecurity continues to be one of the fastest growing and
expanding fields and is yet again forecasted for near expo-
nential growth in new hires, corporate and government
investment, and corporate and government losses from pre-
ventable breaches. Yet, we still do not have a comprehensive
and synergetic understanding of the cybersecurity ecosystem
between industry and government security leaders, the
cybersecurity workforce, the emerging cybersecurity work-
force, educational institutions, and the human resources sector
which still struggles with recruitment and retention of new
cybersecurity talent.

It is for this reason that I decided to research and write this
book. The purpose was to provide a single point of reference
that would provide a variety of readers with an understanding
of the current field of cybersecurity, the most probable future
of the field based on current trends and an illustrative guide to
understanding the relationships and interdependencies of the
various components that make up the field. These components
include the various technologies that make up cybersecurity,
emerging technologies, current cybersecurity workforce,
emerging cybersecurity workforce, educational institutions,
and of course the organizations that require the security in the
first place. Additionally, the criminal element and the driving
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forces of cybercrime are included in these components since
they are the impetus for the entire movement.

This book incorporates several different approaches in its
scaffolding that I felt worked well to bring everything together
for the reader. The overall approach was to first perform and
implement a literature review of over 100 articles, books,
websites, and interviews from industry, government, and
educational leaders in the field. Next was to include a series of
expert opinions and scenario-based thought experiments in
each chapter to help the reader to position themselves in one
of the scenario roles and hear from experts in the field. I then
include probabilistic descriptions of the future of cybersecurity
based on the topics discussed in the chapter coupled with the
current and forecasted trends. And finally, I included a library
of resources for the reader, regardless of their roles, to quickly
access during their cybersecurity journeys for whatever chal-
lenges they may encounter and at any level.

In summary, this book is not intended to make the reader a
cybersecurity expert but is intended to provide the reader with
a broad understanding of how the various components of the
cybersecurity field work together, explain current trends that
are occurring, and provide insights as to what the probabilistic
future of cybersecurity and the workforce will be so the
readers can get better prepared for the future, regardless of
what their specific role in cybersecurity is now, or will be in
the future.
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1

AN INTRODUCTION TO THE
FIELD OF CYBERSECURITY AND

THE CURRENT WORKFORCE GAP

INTRODUCTION

Throughout this book, there are numerous topics discussed in the
area of cybersecurity including breaches, technology, data loss
and prevention, and the cybersecurity workforce gap to name a
few. However, to adequately place them in context to the future
of cybersecurity as a field, as an industry, and most relevantly,
with regards to the cybersecurityworkforce of tomorrow, a brief
but detailed look at the background and history of cybersecurity
is imperative to fully grasp the relationships between the various
components that comprise cybersecurity.

So what is cybersecurity? Cybersecurity can be defined as
“the collection of tools, policies, security concepts, security
safeguards, guidelines, risk management approaches, actions,
training, best practices, assurance and technologies that can be
used to protect the cyber environment and organization and
user’s assets” (ITU, 2008) or as “both about the insecurity
created through cyberspace and about technical/non-technical
practices of making it (more) secure” Dunn-Cavelty (2010).
There are several different ways to look at cybersecurity and
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they are from the perspective of both protective measures and
of threats to data and systems. Protective measures focus on
the mechanisms that defend against unauthorized use, modi-
fication, or exploitation, while threats to data and systems
focus on the determinants of a system breach and the conse-
quences of a breach such as organizational losses.

Cyberattacks are commonly known to adversely affect the
functionality of computer systems (Nye, 2018) and can be
thought of as any outside attack that could compromise the
security of an organization or a system inside the organization
(Sharma, Gandhi, Mahoney, Sousan, & Zhu, 2010). Malicious
cyberattacks are acts that are carried out with the intent of
destroying data or documentation for the users (Wood, 2000)
andcybersecurity threats canhugely impact organizations, assets,
and the people involved (Von Solms & Van Niekerk, 2013).

There are a few different perspectives that can be taken when
considering the cybersecurity workforce of tomorrow. These
primarily include the cybersecurity student, the job seeker, the
transitionalworker, the advancing cybersecurity professional and
the human resource professional. Each perspective has its own
interests and concerns regarding the future of the cybersecurity
workforce including, respectively, what do I need to learn to
become a cybersecurity professional? How do I find a job in
cybersecurity now and in the future? How do I prepare for the
future and continue to advance my cyber career? And how do I
continue to competitively attract, recruit, and retain cybersecurity
professionals at my corporate, government, or nonprofit
organization?

Unfortunately, there is one more perspective to be consid-
ered when discussing the cybersecurity workforce of
tomorrow and that is from the perspective of the cybercri-
minal. If the methods and behaviors of cybercriminals are not
considered, the edge will be lost in understanding what we
need to do to prepare for the future since we will not know
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what mischief the criminal element is preparing for us. The
criminal element, now in a very organized fashion, researches,
tests, and prepares malicious attacks that compromise our

valuable data, and their methods will become more advanced
with the introduction of more advanced technologies. As
cyber professionals use these advancements to protect systems,

cybercriminals are using these advances to come up with new
ways to bypass any obstacles implemented by those pro-
fessionals responsible for protecting the systems.

THE COST OF CYBER CRIME

Billions of dollars are spent on Cybersecurity each year on a

global scale (Koch, 2017). In 2015, it was predicted that about
$75 billion had been used to fight cybercrime and that the
global cybersecurity market is expected to expand to $170

billion by 2020 (Morgan, 2015) which has now surpassed
even that estimate. According to the Ponemon Institute’s 2019
Cost of a Data Breach Study (Ponemon, 2019), the average

cost of a data breach in 2019 is $3.92 million (Koch, 2017), or
stated otherwise, $150 per lost or stolen record, a 1.6%
increase from 2018.

Cybercrime and more specifically successful cyberattacks

can cause devastating financial losses and negatively affect
organizations and individuals as well. It’s estimated that a
data breach costs 8.19 million USD for the United States and

3.9 million USD on an average (IBM security report), and the
annual cost to the global economy from cybercrime is 400
billion USD (Fischer, 2014). According to Juniper Research

(Juniper Research, 2019), the number of records breached
each year to nearly triple over the next five years. Thus, it’s
essential that organizations need to adopt and implement a
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strong cybersecurity approach to mitigate the loss. The

national security of a country depends on the business, gov-

ernment, and individual citizens having access to applications

and tools which are highly secure, and the capability of

detecting and eliminating such cyber threats in a timely way.

Therefore, to effectively identify various cyber incidents either

previously seen or unseen, and intelligently protect the rele-

vant systems from such cyberattacks, maintaining a highly

skilled cybersecurity workforce is essential.
Several high-profile data breaches have occurred in recent

years including the well-known breaches at companies like

Facebook, Equifax, Exactis, and Under Armour. These inci-

dents have renewed concerns about cybersecurity. In July

2017, Equifax’s data breach affected over 143 million indi-

viduals, compromising such personal information as social

security numbers, credit cards, drivers’ licenses, dates of birth,

phone numbers, and email addresses (Fleishman, 2018).

Facebook’s 2019 data breach similarly impacted 540 million

records of individuals’ personal information (Silverstein,

2019). Information from 340 businesses and individuals were

affected by marketing firm Exactis’ breach in June 2018

(Greenberg, 2018). The retail industry is not exempt, with

Under Armour’s May 2018 breach exposing 150 million

customers’ information. It is no longer a question of whether a

data breach will occur, but rather when (Cheng & Walton,

2019), and understanding the attributes and contributing

factors to maintaining a strong and effective cybersecurity

workforce both now and in the future is imperative to the

safety and well-being of all countries and people on a global

level.
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THE MARKET FOR STOLEN DATA

It is important to discuss an important driving force for the
increase in both frequency and complexity of cyberattacks and
that is the marketplace for stolen data. With any crime, spe-
cifically theft, there needs to be someone, commonly known in
criminal justice, as a fence to sell the stolen goods to. In
noncybercrimes, this is why we see burglars that only steal
certain things from houses because they have someone that
they know will buy it, buy it quickly and for a fair price. This
is also why criminals develop modus operandis or MOs
(methods of operation) which help us to identify them during
our investigations. Similarly in the cyber world, criminals steal
very specific data and their fences, instead of hanging out in a
seedy bar in a dimly lit part of town, are hanging out on the
dark web. The dark web is a network of specifically designed
and generally untraceable websites and communications
infrastructures for criminals to buy and sell stolen data. It is
very difficult to, from a law enforcement perspective, locate,
identify, and build solid cases against suspects operating on
the dark web. It is even more difficult to prosecute criminals
and to receive a guilty verdict from a jury of peers based on
the sometimes broad and nonspecific body of evidence that
can be acquired from system access logs and data retrieved
from a home arrest based on a warrant.

Think of the dark web as the local shopping mall with
stores and kiosks or the famous Marrakech markets, but
instead of scarves and blue jeans, they are selling data, lots
and lots of data. The dark web is the hidden collective of
internet sites only accessible by a specialized web browser. It is
used for keeping internet activity anonymous and private,
which can be helpful in both legal and illegal applications.
While some use it to evade government censorship, it has also
been known to be utilized for highly illegal activity
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(Kaspersky, 2022). However, the dark web comprises only a

small portion of the entire internet while the rest comprises

what is called the open web and the deep web. The open web

is what we consider as visible to the public and makes up a

very small percentage of web content. The deep web sits below

the surface and accounts for approximately 90% of all web-

sites. This portion of the web consists of things like company

files, organizational databases, and internal intranets. An

essential component of the dark web is browsers. Websites are

hosted in an overlay network technology in the dark web,

which is not accessible without special-purpose browsers like

Tor (The Onion Router) or I2P (Invisible Internet Project)

(Saleem et al., 2022). An example of a dark web network

architecture can be seen in Fig. 1.
The dark web refers to sites that are not indexed and only

accessible via specialized web browsers. The dark web, how-

ever, is a very concealed portion of the deep web that few will

ever interact with or even see. One way to look at it is that the

deep web covers everything under the surface that’s still

accessible with the right software, including the dark web, and

this makes the dark web very attractive to criminals in that

there is no webpage indexing by surface web search engines,

Source: Original diagram using Visio to create.

Fig. 1. Sample Dark Web Network Architecture.
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there are virtual traffic tunnels that are only inaccessible by
traditional browsers like Chrome or Firefox, and finally, it’s
further hidden by various network security measures like

firewalls and encryption.
For the cybersecurity workforce of the future, professionals

will need to be far more familiar with the workings of the dark

web than they are required to be today. This not only includes
a knowledge of the technical aspects of the dark web but also
a willingness to work with law enforcement at city, state, and

federal levels as there will be an increased push to identify and
penalize cybersecurity offenders. As seen in the Solarium
report, there is now a proposed structure to increase and

intensify the law enforcement side of cybersecurity prosecu-
tion which means that cyber professionals will need to become
more adept at identifying the details of the cybercrime from a
criminal case perspective and not just a deterrence and

recovery perspective. Currently, cyber professionals focus on
working hard to deter any kind of attack and, if attacked,
recovering quickly, efficiently, and affordably from that

attack. Very few cybersecurity professionals today are focused
on identifying the criminal, prosecuting the criminal, and
stopping them from committing future cybercrimes.

CYBERATTACK METHODS

The modern computer network transfers data from one

computer to another using a standardized process or protocol
called the TCP/IP (Transmission Control Protocol/Internet
Protocol) model. This process involves the deconstruction

and reconstruction of information from simple binary values
(0 or 1) that are represented as electrical signals over copper
cables and Radio Frequency (RF) networks. These signals are
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then reconstructed into complex data representations that can
be opened and accessed by advanced programs like Microsoft
Word, Outlook, and so forth. Any cyberattack that manipu-
lates these data between users in any of its states, such as a
man-in-the-middle attack, or denies the ability of any one
computer to contact any other computer, such as a denial of
service attack, causes the network and its functional compo-
nents such as switches, routers, and firewalls to operate as if
they are at full capacity while they are really being underu-
tilized at that time. In other words, the network breaks.

Like any common criminal, a cyberattacker has an MO in
which they have a very specific crime that they commit and a
very specific way in which they commit that crime. These
MOs are usually geared around their ultimate criminal goal
and their purpose for the attack. Some criminals are looking
to profit financially from their exploits while others are
seeking a change or alter some sort of political outcome.
Whatever the reasoning is for the attack, these activities can
all be considered malicious cyberattacks.

So what is a malicious cyberattack? A malicious cyber-
attack, if successful, allows unwanted access to unauthorized
actors, resulting in potential loss of information integrity
(Boyes, 2015). There are also nonmalicious acts that threaten
the confidentiality, integrity, and availability of information
within a system. For instance, if access is mistakenly granted
to an unauthorized employee outside a project team, any
intentional or unintentional change in the data leading to
serious implications is counted as a cyber breach (Sommer &
Brown, 2011). There are different forms of cyberattacks
which might cause damage or disrupt the assets (Peng, Lu,
Liu, Gao, Guo, & Xie, 2013). The different threats include
intellectual property theft, degradation of assets, malware,
viruses, worms, and spyware. It is critical to protect informa-
tion security assets, both physical and virtual, against malicious
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