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Foreword

If  you have a vision for how the world should be and you’re an impatient per-
son, entrepreneurship is probably the path for you. Everyday, we rely on mis-
sion-driven entrepreneurs to make our lives easier, safer, healthier, and more 
meaningful. They create new jobs, provide the lifeblood of our communities, and –  
a few times each decade – dramatically change how humans across our planet go 
about their everyday lives. Perhaps most importantly, entrepreneurs provide us all 
with ever-growing opportunities to find our own purpose in life.

We all owe the entrepreneurs who have come before us a great deal of gratitude 
for taking risks to drive society forward. While we may not be able to say thanks 
in person, we all have a way to repay them: betting on ourselves, our ideas, and 
taking risks of our own.

Rohan Pavuluri
CEO, Upsolve

Times 100 Recipient 
Forbes 30 Under 30
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Introduction

A central theme of our contemporary period will be the ease of sharing an idea.
As more ideas come online, more factorials exist between the interfaces, pro-

viding an opportunity for innovation like never before. A child in Missouri and 
Malaysia can take online Harvard classes for free. In the comfort of your home, 
you can have a browser tab open to Shakespeare’s work, another being used to 
pay your taxes, all while streaming a tutorial on chemical titration. Cheap, fast, 
and easy idea transfer has changed how you get to work, what and how you eat, 
and the language you use.

And far from confined to our phones, computers, the information age is now 
increasingly home in our physical one. For example, a car designer in India can 
send a CAD model to begin immediately printing in an office in Detroit, a phar-
maceutical company in Switzerland can immediately change drug production 
with an automated lab in Boston.

Sixty years ago, our advances would have been considered fantasy. Now they 
seem almost blase. With our new tools have come new responsibilities. And it 
seems our odyssean journey today is wading through the outcomes of our own 
creations. We are living in an era where entire livelihoods are blooming, changing, 
dying, shrinking, and expanding along with the communities that comprise them.

The following chapters in Entrepreneurship for Social Change follow these 
changes and provide snapshots of innovation and entrepreneurship in the infor-
mation age. This compilation of chapters is the second book of a series of works 
investigating our changing world made possible through LEAD, the Lab for 
Entrepreneurship and Development, a Cambridge-based worldwide network of 
both junior and senior researchers collaborating and exploring. Far from exhaus-
tive, we hope that the following readings open new questions and explorations 
for the readers, along with continued interest and participation for researchers 
around the world in LEAD.

Bruno S. Sergi, Cole C. Scanlon, and Luke R. I. Heine
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Chapter 1

Building Up the Concept of  
Responsible Entrepreneurship within  
the Digital Silk Road
Renata Thiebaut

Abstract

Cybersecurity and data protection concerns have gained notoriety in past 
years intensified by the Facebook-Cambridge Analytica “scandal” in early 
2018, which exposed millions of  individual data. This case revealed that 
both regulatory measures and data protection mechanisms were, and still 
are, insufficient, with several countries reforming or promulgating new leg-
islation. The Article 19 EU General Data Protection Regulation (GDPR) 
contains controversial extra-territorial provisions, which might violate 
State Sovereignty principles. It is still unknown how the GDPR will be 
implemented. This chapter reveals data protection as an Ethics discipline, 
considering that it is a fundamental right of  individuals to share or not to 
share data, vis-á-vis the rights to have the personal data well-protected. 
The empirical research will be developed based on the need to build up a 
concept of  Responsible Entrepreneurship in the technology sector, applied 
to cross-border e-commerce. The Digital Silk Road is the case study select-
ed since it represents a complex international cooperation initiative done 
without institutionalization yet with eminent data surveillance concerns 
when building network infrastructure and satellite navigation systems.

Keywords: Belt and Road Initiative; Digital Silk Road; data protection; 
cybersecurity; Responsible Entrepreneurship; L81 – Retail and Wholesale 
Trades

JEL classifications: L26; G38; K33; O19

Entrepreneurship for Social Change, 1–15
Copyright © 2021 by Emerald Publishing Limited
All rights of reproduction in any form reserved
doi:10.1108/978-1-80071-210-220211001
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1. Introduction
Technology is one of the main drivers of economic development, impacting dif-
ferent industries for increased competitiveness at lower costs. For Joshua P. Melt-
zer (2014) “(…) cheaper telecommunications, strategic information on overseas 
markets, legal and consulting services, and cloud computing (…)” are some of the 
areas that can benefit the most from a continuous innovation process. While tech-
nology disruption is a measurement and factor that enables economic growth,1 
the high costs involved pose as one of the main barriers for developing coun-
tries, which mostly rely on international cooperation for technology transfer. 
Forouharfar adds that innovation and opportunity growth are part of entrepre-
neurship, bringing positive social transformations, thus an increase of income 
(Forouharfar, Rowshan, & Salarzehi, 2018).

The Digital Silk Road,2 a digital development strategy part of the Belt and 
Road Initiative (BRI), aims at promoting and investing in telecommunications, 
the internet of things infrastructure, and e-commerce. Investment opportunities 
funded by the One Belt One Road Fund, the Asian Infrastructure Bank, among 
other financial institutions (Kennedy, 2015), help to underscore its transnational 
character. The initiative is perceived as a channel to improve internet penetration, 
developing technology in several sectors, and bringing more business opportuni-
ties for countries that strive for international insertion.

The China Association for Friendship, a public organization under the govern-
ment’s administration, was one of the first institutions to sign a strategic agree-
ment with the private companies DBAPP Security Ltd. and Beijing Venustech in 
2018, being one of the first projects of the Digital Silk Road (Green, 2019). The 
three parties seek to engage in the network security infrastructure business in BRI 
countries. Other undergoing projects are (a) China Telecom, China Unicom, and 
China Mobile’s investments in optical cable networks in the Philippines3; and  
(b) development of Beidou navigation satellites in Pakistan by China National 
Space Administration (Brown, 2017; Hong, 2018).

Technological cooperation is often a subject of discussion since the risks 
involved can be numerous, frequently being a matter of international dispute and 
the World Trade Organization’s (WTO) consultation body. China is a respond-
ent of two consultations filled by the United States and Europe (DS54: China –  
Certain Measures Concerning the Protection of Intellectual Property Rights and 
DS54919: China – Certain Measures on the Transfer of Technology) alleging 
patent usage without authorization, breach of the Agreement on Trade-related 

1See Schumpeter (1942).
2The Belt and Road Digital Economy international cooperation document was signed 
by China, Egypt, Laos, Saudi Arabia, Serbia, Thailand, Turkey, and the United Arab 
Emirates during the 4th World International Conference on December 2017. Other 
BRI members are expected to join.
3China Telecom, China Unicom, and China Mobile are State-owned enterprise, but 
in the previous years they had shares acquired some of largest Internet companies in 
China, as part of the government’s mixed-ownership reform.
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Aspects of Intellectual Property Rights (TRIPS)’s Articles 3 and 4, national treat-
ment and most-favored nation treatment principles, which are the imposition of 
direct or indirect subsidies, data coercion and property theft that is suggested to 
benefit local firms.

The allegations suggest that national legislation and policies contain forced 
contractual terms regarding licensing and technology transfer, with discrimina-
tory provisions, limiting the right holder to commercially exploit the intellec-
tual property rights in China, particularly after the joint venture contract has 
expired.

Technology transfer is considered to be one of  the most viable solutions to 
develop local economies (Stepp & Atkinson, 2012), yet it can become an obsta-
cle to imports and international cooperation. To avoid subsequent legal matters, 
it is paramount to secure these investments within the BRI and the Digital Silk 
Road, since they involve over 120 countries with distinct legal environments 
(Meltzer, 2014).

The BRI4 became a multilateral platform for investments in the infrastruc-
ture of  ports and roads (Horvath, 2016), outside of  the Bretton Woods System.5 
All investments are done through facilitated loans provided by state-owned and 
multilateral development institutions. From the geopolitics perspective, it con-
tributes to positioning China as the main provider of  foreign direct investments 
(FDIs).

List of financial institutions, partners of the BRI:

1.	 Agricultural Development Bank of China (ADBC)
2.	 China Development Bank (CDB)
3.	 Export–Import Bank of China (CHEXIM)
4.	 Agricultural Bank of China (ABC)
5.	 Bank of China (BOC)
6.	 China Construction Bank (CCB)
7.	 Industrial and Commercial Bank of China (ICBC)
8.	 China Investment Corporation (CIC)
9.	 Silk Road Fund (SRF)
10.	 Asian Development Bank (ADB)
11.	 Asian Infrastructure Investment Bank (AIIB)
12.	 New Development Bank (NDB)

Join-investment Funds, such as China–UAE Joint Investment Fund (China–
UAE Fund) and China–Africa Development Fund (China Economic Informa-
tion Service, Development Finance Institutions Jointly Support the BRI).

4The Chinese President Xi Jinping inaugurated the One Belt One Road in 2013 and 
later renamed it to Belt and Road Initiative.
5The Bretton Woods Agreement and System created in 1944 a collective international 
currency exchange regime based on the US dollar and gold, establishing the World 
Bank and the International Monetary Fund for international cooperation.
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From 2013 until now, several projects have started, including the China–
Pakistan Economic Corridor of 62 billion dollars. Though infrastructure is the 
core goal of the BRI, there was a common understanding to expand the initiative 
to the digital-related areas. During the 4th World International Conference on 
December 2017, Laos, Saudi Arabia, Egypt, Serbia, Thailand, Turkey, and the 
UAE agreed upon extending the framework of the BRI, naming it Digital Silk 
Road (or Information Silk Road), aiming at developing technology infrastruc-
ture, e-commerce (logistics and online payment), and telecommunication. 5G and 
satellite system developments are the core of this initiative (Fig. 1).

2. Discussions on Emerging Data Protection Risks
Expanding the BRI to digital investments enables countries to disrupt a series of 
industries, from telecommunications to artificial intelligence. For China, the BRI 
represents an alignment with the Made in China 2025 (中国制造2025), a govern-
mental directive that seeks to strengthen its manufacturing value chain capabili-
ties and high-tech industries. Huawei and ZTE, in the telecommunications sector: 
Alibaba, Tencent, and Jingdong (Brown, 2017) in e-commerce, online payment, 
and logistic servicing are examples of private companies that can leverage public 
support to establish international expansion strategies (Sergi & Scanlon, 2019). 
Notwithstanding, China has leapfrogged any other country in terms of artifi-
cial intelligence and 5G technology, so cooperation based on transparency is the 
backbone of the Digital Silk Road’s legitimacy.

Huawei,6 for instance, is in the international media’s spotlights because of the 
fear of data collection for espionage and surveillance through secret hardware 

6Huawei Technologies is currently the largest telecommunications equipment manu-
facturer in the world.

Fig. 1.  The Digital Silk Road Map. Source: Own.
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infrastructure’s backdoors (Volodzko, 2019). The United States has banned Hua-
wei’s operations with escalating legal actions from both sides, while Australia, 
Canada, New Zealand, and several other countries have either banned Huawei’s 
technology or raised concerns over this possibility. Conversely, Zambia’s national 
data center was built by the company, a project part of the Smart Zambia pro-
gram to digitalize the country’s public services (Moss, 2017), with loans from the 
Chinese government of around 75 million dollars. This is the first of many other 
cloud data centers Huawei is developing in Africa.7

The Chinese government has issued the new Foreign Investment Law for pub-
lic review in early 2019, restraining intellectual property theft and forced transfer 
of technology (Devonshire-Ellis, 2019), topics of growing criticism also within 
the WTO.

China has continuously reformed its legal apparatus and passed new legisla-
tion, such as Intellectual Property regulations, Cybersecurity Law, and E-com-
merce Law to create a stronger legal environment that not only brings positive 
impacts to the growth of key industries but also supports international efforts 
amidst an economic slowdown. This dualistic perception of Huawei together with 
China’s engagement to legal reforms emphasizes current insufficient legal frame-
work to enhance international technological cooperation.8

The European Union passed the Article 19 EU General Data Protection 
Regulation (GDPR), which contains controversial provisions regarding the 
extra-territoriality implementation of the Article, whenever there is a proven 
relationship with the European Union, such as trade of goods or services to its 
individuals; or the need to monitor the behavior of European Union individuals.

Cross-Border Data Transfers to a recipient in a third country may 
take place if the third country receives an Adequacy Decision from 
the Commission. Factors that may affect an Adequacy Decision 
include, inter alia: the rule of law and legal protections for human 
rights and fundamental freedoms; access to transferred data by 
public authorities; existence and effective; Functioning of DPAs; 
and international commitments and other obligations in relation to 
the protection of personal data. (Rec. 103–107; Articles 44 and 45)

The current list of Adequate Jurisdictions is Andorra, Argentina, Canada, Swit-
zerland, the Faeroe Islands, Guernsey, Israel, Isle of Man, Jersey, New Zealand, 
and Uruguay. It is still unclear technological transfer procedures with countries that 
are not part of the Adequate Jurisdiction list.

7The USA –China trade war has influenced Huawei’s global expansion. The company, 
which would import American chips, has announced continuous efforts in shedding 
its dependence on American parts.
8Huawei needs to abide with both European and Chinese regulations, which for Chi-
na, there is the need to handle data to the Chinese government if  requested in case of 
state security, based on the 2017 Intelligence Law.
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The Article 19 has a direct impact on the BRI because Italy has signed a 
Memorandum of Understanding (MOU) with China in March 2019 for projects 
regarding infrastructure, trade, and finance (Bindi, 2019), so the GDPR will have 
a relevant role when these projects are implemented.

3. Data Localization Laws and the Implication for 
Cybersecurity Threats
The Chinese Cybersecurity Law (CSL) influences public agenda along the BRI 
for national cyberspace governance, imposing new restrictions for certain classes 
of digital information since “personal information and important data collected 
and generated by critical information infrastructure operators operating within 
the borders of the People’s Republic of China should be stored within China,” 
as stated on its Article 37. However, there is no precise definition of the term 
“important data” (Hill, 2014), allowing multiple interpretations.

Other legislation has further ruled over data storage and cross-border transmis-
sion, being the Draft Measures for Security Assessment of Cross-border Transfer 
of Personal Information and Important Data and the Draft Guidelines for Data 
Cross-border Transfer Security Assessment from 2019 the main ones. Besides the 
local data storage provision from the CSL, a threshold of 500,000 personal data 
to be sent abroad within one year was stipulated within the Draft Measures Arti-
cle 7 (Xia, 2018). In the case of cross-border e-commerce, the companies that do 
not have a registered entity in mainland China and have their goods shipped from 
a territory outside of mainland China will be strongly affected, not to mention if  
the business is also ruled by the GDPR.

The People’s Republic of China Electronic Commerce Law,9 effective on Janu-
ary 1, 2019, states on its Article 71 that compliance mechanisms shall be adopted 
by business entities shall protect personal information and commercial data 
obtained in the transaction as a mean of transaction data storage, exchange, and 
protection system. Since both State and the Law support cross-border e-com-
merce activities for small enterprises related to online business, further guidance 
is necessary. It is suggested that the Digital Silk Road, as a global initiative, has 
a designated organ that provides further guidance to small- and medium-sized 
enterprises (SMEs).

Legal harmonization coordination by the Supreme People’s Court of China 
with Courts and Arbitration centers from other Digital Silk Road members will 
be necessary to avoid data localization conflicts, since data are the backbone of 
several planned projects.10 The goal of measurement is to provide mechanisms to 
boost cooperation, hence avoiding further legal barriers.

9The data provisions of the PRC Electronic Commerce Law is in line with the Cyber 
Security Law (2017).
10The Supreme People’s Court of China established the China International Commer-
cial Courts in Shenzhen and Xi’An in 2018 to rule BRI cases. Though the courts have 
started hearings in 2019, the cases are related to the initiative.
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4. The Need to Implement Economic Reforms: The Special 
Economic Zones in the Chinese Economic Reform Context

4.1. The Shenzhen Case

In 1978, Deng Xiaoping assumed as the new leader of the People’s Republic and 
proposed a series of gradual economic reforms at the Eleventh Central Commit-
tee of the Chinese Communist Party, which would include the agriculture’s de-
collectivization, because of its inefficiency and food shortage; and Open-Up of 
the Chinese economy to foreign capital in certain industries, often monopolized 
by State-Own enterprises. It was the beginning of China’s transition from an agri-
cultural and planning economy to a “Socialist market economy.”

The establishment of Special Economic Zones (SEZs) was the most incisive 
step-forward to develop the coastal area of the country and foster the transporta-
tion and manufacturing industries (Ota, 2003). According to the World Bank, a 
SEZ is “geographically delineated economic areas in the form of export process-
ing zones, special industrial zones, or free trade zones” (Creskoff & Walkenhorst, 
2009) with loosening economic laws and regulations and less control from the 
Central government. Shantou, Shenzhen, and Zhuhai in Guangdong Province 
and Xiamen in Fujian Province were defined by the Government as China’s first 
official SEZs.11

The Law of the People’s Republic of China on Chinese-Foreign Equity Joint 
Ventures allowed four different joint ventures: (a) equity joint-ventures; (b) wholly 
foreign-owned subsidiaries; (c) contractual joint-ventures, when a Chinese com-
pany provides land, installations, and labor force and the foreign company pro-
vides equipment, capital, and technical exports; and (d) joint explorations, which 
comprise a cooperation for joint explorations for offshore oil. As incentives, tax 
reductions were 15% in the first year of business operation, a full tax exemption 
in the first two years, and a 50% reduction in tax during the three following years 
(Heidrich & Hausmann, 2007).

The formation of joint-ventures for export-oriented manufacturing industry 
was a method of securing foreign exchange to purchase advanced technology. 
FDIs and the international trade surplus would bring foreign currency to the 
SEZs to purchase foreign technology. As a result, it enhanced capital formation 
and consequently technology development (Zhang, 2006).

In 1983 Shenzhen received 180 million renminbi in investments (around 26 
million USD), over 50% of China’s total FDI, and by 1986, the city had already 
developed different industries, such as communications and technology (Yeung, 
Lee, & Kee, 2009).

It was within this context that not only new industries emerged but also sev-
eral opportunities for startups and small enterprises arose. Shenzhen, originally a 
fishing village, was the first special economic zone established by Deng Xiaoping, 

11Today, the cities Shantou, Shenzhen, Zhuhai, Xiamen, the entire Hainan Province 
that became an SEZ in 1988 and Pudong in Shanghai that became an SEZ in 1990 are 
China’s Official Special Economic Zones.



8     Renata Thiebaut

and today it is known to be the global Silicon Valley of Hardware, home of the 
internet gigantic Tencent, ZTE telecommunications company, and DJI, a manu-
facturer of unmanned aerial vehicles.

Shenzhen now ranks 4 in the ranking of Startup Ecosystem Ranking in China, 
after Beijing, Hong Kong, and Shanghai (Startup Ecosystem Rankings Report; 
StartupBlink, 2019). The Chinese SEZs were and still are a successful model to 
be replicated yet considering special characteristics of the regions chosen for both 
infrastructure developments and promising market size.

4.2. Best Practices for the Digital Silk Road

Several China-led initiatives started by leading private internet companies 
have begun an era of  digital cooperation in Asia. Alibaba and its financial 
arm, Ant Financial,12 have worked with the United Nations, World Economic 
Forum, and the WTO to achieve the sustainable goals through the creation of 
job opportunities, enabling greater entrepreneurship specially with new sus-
tainable retail developments. Other projects implemented by Alibaba in other 
countries are:

a)	 The Malaysian and Chinese governments together with Alibaba Group 
implemented the Digital Free Trade Zone (DFTZ) in Malaysia in 2018. The 
DFTZ aims at driving the export of SMEs through digital activities, which 
includes logistics, marketplace, and online payment. The DFTZ is the only 
SEZ catered to e-commerce and logistics to support online activities that 
might have a direct impact on entrepreneurship in the region.

b)	 The Electronic World Trade Platform (eWTP): The eWTP is an Alibaba-led 
online platform to reduce regulatory barriers and facilitating the online trade 
of goods among its members (Sergi & Scanlon, 2019). Belgium is the only 
European country to join the platform at the end of 2018. Largely compared 
with the WTO, the overall goal of the eWTP is to create a beneficial environ-
ment for online businesses.

The DFTZ and eWTP are important mechanisms to leverage infrastructure 
and technological innovations in developing countries, specially catering to small 
businesses, but as they mostly have private investments, they are not considered 
developmental mechanisms of the Digital Silk Road. For Hong, “Alibaba’s effort 
to construct an Electronic World Trade Platform (eWTP) in the framework of 
building an e-commerce Silk Road offers an illustration of where the state’s 
political and strategic aims converge with its Internet firms’ economic drivers” 
(Hong, 2018), however governmental participation resumes at providing support 

12While Alibaba Group focuses on sealing partnerships with International Organiza-
tions, Jingdong has invested in overseas warehouses to cover more than a hundred 
countries and regions.
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