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Chapter 1

Introduction: The Digital Transformations
of Illicit Drug Markets as a Process of
Reconfiguration and Continuity

Meropi Tzanetakis and Nigel South

Abstract

This chapter explores the disruptive potential of the Internet to trans-
form illicit drug markets while also challenging stereotypical depictions
and superficial understandings of supply and demand. It argues that the
digital transformation of illicit drug markets combines, on one hand, a
reconfiguration of the scope and impact of how sellers, buyers, and other
actors interact within and upon digitally mediated retail drug markets
and, on the other hand, continuing trends in the embeddedness of market
structures in cultural, economic, political, and legal realms. We develop
conceptual ideas for studying the architecture of digital drug markets by
drawing on interdisciplinary approaches to digitalisation, markets, and
drugs. To understand the functioning of online drug markets, we first
need to understand digitalisation. Thus, we draw on scholarship on the
digital transformation of society and, second, put forward an understand-
ing of markets that considers how personal relations and social structures
enhance and restrict market exchange. Thus, we draw on economic
sociology. Third, we build on and extend social science research on illicit
drug markets which points out that drug markets exhibit significant varia-
tions over time and across jurisdictions. The introduction aims to provide
a research agenda that can help us to explore ongoing digital transfor-
mations of illicit drug markets. It expands and deepens scholarship on
the technological, structural, economic, and cultural factors underlying
the resilience and growth of digital drug markets. It also goes beyond a
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concern with just one type of digital drug market into wider forms of
digital environments.

Keywords: Tllicit drug markets; digital transformation; embeddedness;
cryptomarkets; social media; surface web

This book is about the recent and ongoing development of information and com-
munication technologies (ICT) and how this has fuelled transactions involving
illicit and licit drugs in a variety of ways. It explores the disruptive potential of
the Internet to transform illicit drug markets while also challenging stereotypi-
cal depictions and superficial understandings of supply and demand. The pro-
liferation of illicit markets on the Internet has attracted increased interest from
researchers and media, political decision-makers, and practitioners — and the con-
ditions of trading necessitated by a global pandemic have led to even more activ-
ity in the markets and hence the law enforcement scrutiny (FBI, 2021; Bergeron
et al., 2022).

Drawing on criminology, economic sociology, Internet studies, and cultural
studies, this book starts from the assumption that illicit drug markets evolve in
response to political, economic, cultural, and social contexts. We develop concep-
tual ideas for studying illicit online drug markets by drawing on three (inter)disci-
plinary traditions dealing with digitalisation, markets, and drugs. To understand
the functioning of online drug markets, we first need to understand digitalisation.
Thus, we draw on scholarship on the digital transformation of society. Second,
we then want to put forward an understanding of markets that takes into account
how personal relations and social structures enhance and restrict market exchange.
Thus, we draw on economic sociology. Third, we build on and extend social sci-
ence research on illicit drug markets which points out that drug markets exhibit
significant variations over time and across jurisdictions. This book builds on the
longstanding tradition of researching change and continuity in drug production,
distribution, and consumption practices through the development of theoretical
concepts and empirical enquiries. Thus, we argue that the digital transformation of
illicit drug markets combines, on the one hand, a reconfiguration of the scope and
impact of how sellers and buyers interact within and upon digitally mediated retail
drug markets and, on the other hand, continuing trends in the embeddedness of
market structures in cultural, economic, political, and legal realms.

Digitalisation: Embeddedness of Drug Markets in Digital
Transformation

Rather than conceptualising digital drug markets in isolation, we understand them
as embedded in the wider digital transformation. Initially, digitalisation means
the process of converting analogue into digital information, which implies that
information can be processed electronically (Jacob and Thiel, 2017). Digitisation,
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therefore, encompasses more than the Internet; it is much more generally about
storing and processing data. In the course of this development, digitisation is
permanently changing the social order as well as everyday life. This includes how
we acquire information or communicate with one another and how we connect
our everyday activities. Digital data form the basis of new business models (e.g.
digital platforms) and new hierarchies (Mau, 2019). Digitalisation is about the
social and political shaping of a fundamental societal transformation that is open
to regulation and governance.

Moreover, we agree with a large body of scholarship arguing against techno-
logical determinism (e.g. Woolgar, 2002). Digitalisation of society means that the
relationships between the digital and the social are so entangled that ‘technology
is society, and society cannot be understood or represented without its technolog-
ical tools’ (Castells, 2010, p. 5). Thus, digital technologies are not a determining
factor for political, economic, cultural, and social change; instead, they depend
on social discourses, collective assessments, and political modes of regulation.
Although the Internet has the potential for global reach, with geographical dis-
parities in terms of access, it ‘is used in local spaces and shaped by local contexts
and constraints’ (Franko, 2019, p. 176). We acknowledge that the Internet can be
modified by its social practice, and digital devices are changing our every day and
communication behaviour without determining specific ways of use.

Furthermore, as technologies and people are increasingly connected simulta-
neously, the distinctions between online and offline become blurred (Lavorgna,
2020; Powell et al., 2018). This connectivity includes, for example, the ways in
which a smartphone is used as an information assistant to navigate unfamiliar
territory when travelling to or around a city. Here, a digital device becomes an
important object and interpreter of everyday life while both the virtual and the
offline realms are inseparably connected to each other. This holds true for deviant
activities as well. The organisation of darknet drug markets requires, for exam-
ple, a reliable postal service through which drug shipments ordered online are
delivered to the buyer’s physical address. Digitally mediated sourcing of drugs
has implications in the physical world, not least as the drugs themselves need to
be delivered to the buyer; this part of the transaction inevitably takes place some-
where offline (analogue). The examples underline that it is becoming increasingly
difficult to separate the digital from the physical world, and the online/offline
dichotomy may therefore be outdated. Instead, the notion of digital environ-
ments is a conceptual term ‘that describes the mutual permeation of the virtual
with the physical world” (Fromming et al., 2017, p. 1).

With our approach, we situate digital drug markets within a broader process of
digitalisation of society. Thereby, we take into account the increasing embedded-
ness of ICT in everyday life which also shapes the production, distribution, and
consumption of drugs in various ways. The widespread diffusion and diverse uses
of pagers and mobile phones since the 1990s, for example, entailed increased con-
nectivity (Curtis and Wendel, 2000; May and Hough, 2004). Such technological
advances enabled retail drug sellers to make use of telecommunications technol-
ogy to minimise the risks associated with police monitoring activities. Similarly,
the ubiquity of digital devices such as smartphones and tablet computers enabled
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users to connect to the Internet from almost any location (Lupton, 2015). In addi-
tion, the expansion of social media platforms since 2000 advanced the creation
and sharing of user-generated content (Stratton et al., 2017). However, all these
developments are preconditions for the formation of darknet drug markets and
the use of social media networks for drug distribution. The examples illustrate
that as digital technologies have permeated everyday life in the Global North
(Lupton, 2015), computer software and hardware devices enable new (and old)
forms and arenas of crime and drug cultures in cyberspace (N. Craciunescu and
N. South, 2023, this volume, Chapter 7). These ‘downsides’ have been exported
to the Global South as well as connectivity expands. As Franko (2019, p. 178)
observes, ‘cyberspace challenges traditional notions of penal power and sover-
eignty which have been tied to territoriality and the nation state’. This means that
analysis of the proliferation of digital drug markets should take into account the
role of digital technologies in society at large.

Markets: The Social Organisation of Drug Markets

Turning to scholarship on illicit drug markets, most theoretical underpinnings are
explicitly or implicitly based on transaction cost economics (TCE). TCE operates
under assumptions of economic efficiency, limited rationality, and imperfections
in decision-making due to a lack of or false information (Bushway and Reuter,
2008; Reuter and Kleiman, 1986; Moeller, 2018). While economic approaches
formally model the market as an abstract whole and ascribe little importance to
social relations, research drawing upon criminological, sociological, and anthro-
pological perspectives mostly focuses on dynamic relationships between drug
users, their environment, market operations, and police interventions on retail
drug markets.

Here, we extend previous scholarship on illicit drug markets by referring to
the notion of the ‘architecture of illegal markets’ (Beckert and Dewey, 2017)
as a theoretical vantage point to contribute to an understanding of the tech-
nological, political, social, and cultural embeddedness of illicit drug markets.
This perspective from economic sociology aims to analyse the social practices
that enable or impede market exchange, while the production, distribution, and
consumption of drugs are prohibited by law. In contrast to the situation in
legal markets, state institutions neither regulate quality standards in illicit mar-
kets nor property rights protected by formal institutions and fair competition
is not ensured. On the other hand, of course, the state has an active interest in
the prosecution of market participants involved in the production, distribution,
and consumption of drugs. We are therefore interested in the question of how
social order is upheld in digital drug markets. In addition, the spread of markets
has historically been linked to technological innovations that have enabled the
spatial and temporal separation of the production and consumption of goods,
making many products tradable over great distances (Aspers and Beckert,
2008). In this sense, the ongoing digital transformation represents a historical
continuity while enabling new forms of social interaction and exchange (Van
Dijck et al., 2018).
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Illicit markets represent such continuity and change as arenas of social inter-
action where drugs are exchanged regularly for money under conditions of com-
petition (Beckert and Wehinger, 2013). As markets are socially shaped and the
illegal status of drugs is defined by law, what constitutes an illicit drug market
varies across jurisdictions and over time. The state and international drug conven-
tions are central actors in the formation of illicit drug markets, while the shape of
particular illicit drug markets varies with the socio-economic and socio-technical
contexts of the exchange relations. Next to the illegal status of the goods for
exchange, important social structural aspects of illicit drug markets are cultural
norms, secrecy to avoid law enforcement and moral judgements, a lack of trans-
parency regarding prices and product qualities, and the relevance of interpersonal
trust among exchange partners (Beckert and Dewey, 2017; K. Moeller, 2023, this
volume, Chapter 3).

Drugs: Understanding Retail Drug Markets

This book also builds upon a longstanding tradition of interdisciplinary research
on the demand and supply sides of illicit drug markets, contributing to the devel-
opment of theoretical perspectives and the accumulation of empirical evidence.
How drug markets operate at local, national, regional, and global levels has been
the subject of much debate. Although there is a widespread agreement that there
is no such thing as ‘the drug market’ (Coomber, 2004, p. 503) in a singular sense,
there is some controversy regarding the organisational structure of drug markets.

Traditionally and still in popular media presentations, drug traffickers are
depicted as hierarchically organised, family and kinship-based, and controlled
by a ‘kingpin’. In contrast, a variety of empirical studies suggest a more com-
plex understanding of drug markets (Adler, 1993; Coomber, 2015; Curtis
and Wendel, 2000; Dorn et al., 1992; Pearson and Hobbs, 2001; Paoli, 2002;
South, 2004; Sandberg, 2012). Different levels of drug markets have been sug-
gested along the global supply chain according to function or task (May and
Hough, 2004): from cultivation to production, through various upper-level
drug networks involved in smuggling and trafficking across national borders,
to ‘middle market’ domestic drug distribution for retail supply to drug users.
In general, drug markets differ between and within countries and change over
time. Depending on the political, economic, and cultural conditions prevailing
in the countries involved, different types of drugs are sourced in different ways.
Moreover, drug markets are shaped by subcultural norms and the availability
and desirability of drugs. In addition, these contexts, as well as respective crimi-
nal justice responses, yield different levels of prevalence of violence and threats.
Organisational structures include different roles, which may change over time,
as well as loosely linked and flexible networks of independent dealers. Findings
suggest that drug markets are rather disorganised (Reuter, 1983) as the illegal
status of drugs exchanged and subsequent law enforcement activity reduce the
organisational capacities of those involved in supplying drugs. In sum, drug
markets are fragmented and fluid; they change as society changes over time and
space in response to a myriad of factors.
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In this book, we are concerned with retail drug distribution, which is located
at the end of the supply chain where illicit drugs are supplied to drug users, some-
times by intermediaries via social supply transactions. Social supply is a concept
developed to explain how, with the relative normalisation of recreational drug
use in the UK and beyond, young people and adults drift into the role of recrea-
tional supplier or dealer to supply friends and acquaintances seeking to make
minimal or no profit (Coomber et al., 2016). One implication of this concept is
that boundaries between roles such as suppliers and users may overlap within a
particular drug market (Chatwin and Potter, 2015).

Retail drug markets are traditionally conceptualised along the continuum of
open and closed markets depending on geography, policy, and time (Coomber,
2015; Dorn et al., 1992; Hough and Natarajan, 2000; May and Hough, 2004;
Ruggiero and South, 1997; Sandberg, 2012). Typically, sellers and buyers make
decisions to balance the benefits of negotiating access to drug markets against the
risk of encountering law enforcement attention. As Moeller and Sandberg (2019,
p- 290) note,

illicit drugs are not sold in competitive markets that are organ-
ised by the laws of supply and demand with agents who have per-
fect information. No state institutions regulate quality standards,
ensure fair competition, and enforce contracts; therefore, partici-
pants must develop informal ways of building trust and reducing
uncertainty.

In open markets, drugs are advertised in and on public spaces such as streets or
areas, and, thus, accessible to any plausible customer without prior introduction
and with fewer barriers to entry than closed markets. Transactions usually take
place in crowded public spaces (e.g. close to public transport hubs) to mask the
exchange of drugs which, on one hand, means that buyers and sellers can find each
other fairly easily, while, on the other hand, market participants are vulnerable to
both police activity and potential fraud. With intensive law enforcement on the
streets and the diffusion of mobile phone technologies, closed markets developed
where transaction partners are less visible. Thus, closed markets are accessible only
to those trusted customers who have previously established social relationships
or been introduced by a trusted acquaintance. The trade in drugs is facilitated
in relatively secure private locations, often by social suppliers, and thus the risk
of law enforcement is lower. As closed markets rely heavily on friendly and sub-
sequently trusting relationships between buyers and sellers, they also have lower
levels of drug market-related violence. While sellers can operate with a reduced
risk of attracting police in closed markets, their regular client base is limited to
recommendations from existing contacts to drug users.

The Architecture of Digital Drug Markets

With the development and use of sophisticated ICT, digital drug markets are pro-
liferating. This includes both the implementation of encryption software to buy
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and sell drugs on darknet drug markets and the use of social media platforms on
smartphones for drug acquisition and distribution (Bakken and Demant, 2019;
Barratt and Aldridge, 2016; Demant et al., 2020; Martin et al., 2019; Moyle et al.,
2019; Tzanetakis and Stover, 2019). However, drugs have been exchanged online
since the early days of the Internet (Markoff, 2005; Martin, 2014a).

The exchange of drugs via digital environments includes elements of both
open and closed drug markets while the distinction between public and private
spaces is blurred by the Internet. In this way, the nature of the access-risk trade-
off is changed by reducing both the risk posed by exposure to police and access
barriers for buyers and sellers (C. Colman, 2023, this volume, Chapter 6). Some
of the new digital platforms, social media, and messaging applications may be
operated relatively anonymously when used with caution, disguising physical
location and identity, and subsequently making customers and sellers less visible
and accessible to law enforcement bodies. Simultaneously, a variety of illicit drugs
becomes accessible to any customer with digital literacy and Internet access —
even without prior social connections — and without restrictions on time and
geographic location.

Digital drug markets encompass a variety of digital environments that mediate
the buying and selling of illicit drugs. The Internet consists of different layers, includ-
ing the surface web, the deep web, and the darknet (Tzanetakis, 2018c). The surface
web, also called clearnet, comprises mostly publicly accessible content which can be
captured by conventional search engines. By contrast, the deep web also contains pri-
vate information and is a much larger layer compared to the surface web. It includes
databases or content that are only accessible after a login or payment and that require
a password or a membership registration. The darknet, on other hand, is the small-
est layer of the Internet and contains hidden services that are only accessible with
encryption software to protect privacy. Although the term ‘darknet’ initially suggests
something mystical, criminal, and threatening, in fact, it says nothing about the legal
status of the content, only how the content can be accessed.

The surface web is often used for the illicit supply of (prescription) medicines
(J. Fleetwood and C. Chatwin, 2023, this volume, Chapter 8) and new psychoac-
tive substances (NPS). The distribution of both drug types has in common that
their legal status differs between countries and jurisdictions. In a snapshot study,
Martinez et al. (2016) found that online shops selling NPS on the surface web
show national variation with respect to IP address location and types of sites. In
the early days, NPS sellers were operating with maximum visibility. However, the
market has become more fragmented with different levels of visibility, including
sellers who aim to be listed at the top of search engine results and those who
employ camouflage strategies such as the use of codenames to mask the sale of
prohibited substances. In addition, the online supply of NPS and illicit medicines
is extremely dynamic and characterised by a high degree of fluctuation, which is
reflected by the fluid and dynamic nature of digital technologies in general and
the Internet in particular (Martinez et al., 2016; Hall and Antonopoulos, 2016).
Moreover, recent developments in online drug distribution suggest an increased
hybridisation between the surface web, the deep web, and the darknet, as well as
between online and offline environments.
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Darknet drug markets, on the other hand, are essentially digital platforms
that combine encryption technology (e.g. Tor browser) with virtual currencies
(e.g. Bitcoin) to facilitate the exchange of illicit drugs, among other goods and
services. Since the first cryptomarket, Silk Road 1, went online in 2011, and fol-
lowing its closure in 2013, many other digital platforms of various sizes, language
offerings, payment schemes, and lifespans have begun to operate and compete on
the darknet, aiming to draw the attention of customers but not the attention of
law enforcement agencies. Infrastructural characteristics of cryptomarkets rely
on institutional reputation systems to build trust, digital communities active in
various digital spaces, the introduction of service-oriented relationships between
buyers and vendors, and a mail carrier — who unknowingly becomes a drug dealer
— to deliver the drugs ordered online (A. Bancroft, 2023, this volume, Chapter 5;
Barratt et al., 2014; Ladegaard, 2017; J. Martin, 2023, this volume, Chapter 9;
Tzanetakis et al., 2016). Thus, cryptomarkets represent a ‘transformative criminal
innovation’ (Aldridge and Décary-Hétu, 2014) and potentially reduce the number
of intermediaries at the lower end of the supply chain.

In recent years, there has been an explosion of social media platforms on the
Internet. Their content can be associated with both the surface web and the deep
web, depending on whether communication can be indexed by search engines
or is only accessible to group members or from peer to peer. Among this variety
of social media platforms and messaging applications, a number have been used
to supply drugs (Bakken and Demant, 2019; Demant et al., 2020; Moyle et al.,
2019). With the ubiquity of mobile devices, the use of social media applications
has become part of everyday routines and practices for producing, sharing, and
consuming digital content, thereby transforming social behaviours and activities
(Humpbhreys, 2018).

The increasing popularity of social media platforms and messaging applica-
tions, including Facebook, Snapchat, Instagram, Wickr, and Telegram, has trans-
formed the background to social life around the world, although some user styles
and preferences remain highly dependent on cultural preferences that vary across
time and space (R. Coomber et al., 2023, this volume, Chapter 2). Social media
platforms that enable access to drug transactions are characterised by a combina-
tion of social networking and high levels of availability of illicit drugs, which usu-
ally require purposeful access. While visual material like images and videos are
used by sellers to signal the product’s quality, social media channels and messag-
ing applications offer features such as end-to-end encryption (falsely) perceived
as secure by customers. In contrast to most darknet drug markets, social media
drug acquisition commonly involves physical meetings, although ‘dead drops’ or
home drop-offs are occasionally used, which means that no personal meeting is
necessary to exchange drugs. Social media drug supply is popular among young
people previously unexposed to drugs, and this has policy implications that have
been underappreciated by the criminal justice system and other official agencies.

Indeed, the role of the state in the changing digital world needs further atten-
tion. Obviously, in relation to drugs law and controls, the state and subsequent
policing strategies represent an important point of continuity regarding the social
structuring of illicit drug markets in general and will no doubt pay increasing
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